
BlackBerry Enterprise Service 10 (BES10 Regulated) offers 
security and control to fi nancial, healthcare, government and 
other data-sensitive environments.
User demand for anytime, anywhere access to information is driving change in regulated industries and 
government agencies. This expectation for immediate answers makes it more challenging for organizations 
and their employees to deliver services in the manner that customers are quickly becoming accustomed to.

These heavily regulated organizations have another thing in common: the need for data security. Consider the 
following facts:1

Managing Mobility 
IN HIGHLY 
REGULATED INDUSTRIES

OF SECURITY BREACHES 
TARGETED USER DEVICES. 71%

OF BREACHES AFFECTED 
FINANCIAL ORGANIZATIONS. 37%

OF BREACHES ARE CONSIDERED 
OPPORTUNISTIC ATTACKS. 75%

OF SUCCESSFUL ATTACKS 
USED SOME FORM OF HACKING. 52%

OF NETWORK INTRUSIONS RESULTED 
FROM EXPLOITED OR STOLEN CREDENTIALS. 76%

OF ATTACKS
INCORPORATED MALWARE. 40%
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4G LTE is available in more than 500 markets in the U.S. 
Network details & coverage maps at vzw.com. © 2013 Verizon Wireless. 

The fast fl ow of information via mobile devices is prompting companies and 
agencies in regulated industries to:

 + Simplify and standardize operations by focusing on the appropriate technology, 
implementing it across the organization and enforcing policies for application and 
endpoint management. 

+ Manage security risks and protect against fraud by complying with external regulations 
and internal policies to protect sensitive data, and proactively addressing vulnerabilities to 
critical information and assets.

 + Secure data end to end by installing strong access controls and safeguarding information in 
motion and at rest.

BES10 for BlackBerry® 10 smartphones provide IT administrators with the 
ultimate level of mobile device security, control and app management capabilities 
for their workforce, including:

 + Communication logging. BES10 Regulated tracks all data leaving the organization in order 
to meet regulatory requirements and capture data leaks, so action can be taken. The 
platform can log all BlackBerry Messenger (BBM) messages; call logs; pin-to-pin messages; 
SMS and MMS messages; and video call logs. 

 + Hardware control. BES10 Regulated provides organizations with complete control over 
their BlackBerry 10 devices. Depending on the needs of the agency or organization, 
hardware features including USB mass-storage mode, WI-FI sharing, camera, video chat, 
location-based services (LBS), Near Field Communication (NFC), Bluetooth®, and 
HDMI can be disabled. SD card encryption can be controlled to meet the most 
demanding requirements.

 + Network connectivity control. BES10 Regulated ensures that data can be properly 
tracked and controlled. Organizations can enforce corporate browser usage to make sure 
all Internet traffi c fl ows through their network, allowing them to audit Internet use by 
employees when on a mobile device. The platform can disable network protocols, restrict 
personal information management (PIM) accounts and provide administrative control of 
data roaming.

BES10 Regulated offers regulated industries security, continuity and reliability, with 
powerful control over mobile devices and applications that help meet the demands of a 
growing mobile workforce and customer base.

To learn more about BlackBerry 10 and 
BlackBerry Enterprise Service 10, contact your 
Verizon Wireless business specialist or 
visit us at verizonwireless.com/contactrep

Experience 
BlackBerry 
Enterprise Service 
10 Regulated and 
BlackBerry 10 on 
America’s Largest 
4G LTE Network.
See the infrastructure and 
the device both achieve their 
full potential when they tap 
into the power of the 
Verizon 4G LTE network.

Combined with the 
Verizon 4G LTE network, 
the BlackBerry 10 smartphone 
and BlackBerry Enterprise 
Service 10 Regulated (BES10 
Regulated) provide the ultimate 
in high-security mobility and 
device management. 

Mobile users can experience 
the speed and power of Verizon 
in more places. Verizon 4G LTE 
is available in more than 500 
markets, covering nearly 95% 
of the U.S. population. 

BlackBerry 10 with the Verizon 
4G LTE network incorporates 
secure storage, mutual 
authentication, 128-bit 
encryption and airlink ciphering 
to protect data transmissions. 
Speeds that empower near-
immediate delivery of time-
sensitive data, simultaneous 
voice and data services, 
seamless video conferencing 
and apps ensure effortless 
communication 
and collaboration. 


